In wireless network communications, radio waves travel through free space; hence, the information reaches any receiving point with appropriate radio receivers. This aspect makes the wireless networks vulnerable to various types of attacks. A true understanding of these attacks provides better ability to defend the network against the attacks, thus eliminating potential threats from the wireless systems. This work presents a series of cyberwar laboratory exercises that are designed for IEEE 802.11 wireless networks security courses. The exercises expose different aspects of violations in security such as confidentiality, privacy, availability, and integrity. The types of attacks include traffic analysis, rogue access point, MAC filtering, replay, man-in-themiddle, and denial of service attacks. For each exercise, the materials are presented as open-source tools along with descriptions of the respective methods, procedures, and penetration techniques.
Introduction
Wireless networks have gained popularity in many critical areas such as in healthcare centers, hospitals, police departments, military facilities, and airports. Therefore, it is extremely important to enhance the network security in order to protect the information that resides within the network. To achieve this goal, different security protocols have been designed, among which are WEP, WPA, and WPA2. Despite the presence of these protocols, security is still the main concern in the wireless networks. Air transmission is a vulnerable medium, and it provides opportunity for the attackers to intercept the information that will be later used to launch different types of attacks. Consequently, it is important to know different kind of security attacks in order to defend the networks against the attacks and to guarantee the reliability of the wireless networks.
Numerous hands-on courses and laboratory exercises have been developed to investigate security flaws in networks and to determine best ways to prevent the attackers from compromising the security of such systems. However, most of the existing laboratory exercises are investigating the wired networks. Meanwhile, most existing wireless laboratory exercises mainly focus on the methods to crack the WEP security protocol [1] [2] [3] [4] . In this work, on the contrary, we design a series of laboratory exercises for IEEE 802.11 wireless network security courses. The exercises focus on the types of attacks that have not received much attention in the current wireless laboratories.
The laboratory exercises are conducted for students in both graduate and undergraduate level as well as for the faculty members. In order to accommodate the differences in knowledge background of the participants, the exercises procedures are detailed out in a clear, step-by-step manner while additional projects are distributed to the graduate students as supplementary materials. All together, there are seven groups with each consisting of two teams, which are the attacker and the defender. All the groups are required to finish the exercises in five days, with additional requirement for the graduate students to submit their project at the end of the last day.
The laboratory exercises are utilizing various opensource penetration tools in effort to expose violation in different aspect of security, such as confidentiality, privacy, availability, and integrity within the scope of the IEEE 802.11 wireless networks. The goal for the exercises is to provide better understanding of the penetration tools and techniques for the students to develop better defense mechanisms to survive the attacks.
The remainder of this paper is organized as follows. Section 2 presents the related works with regards to the network security exercises. Section 3 describes the overall laboratory design along with description of hardware and software preparation. Section 4 demonstrates the laboratory exercises and respective security violation. Section 5 presents evaluation on the laboratory exercises by the students. Section 6 concludes the work.
Related Works
Hands-on courses have been used for a long time to develop different models for laboratory exercises. These models place the students in different roles such as an attacker, a system administrator, a computer user, or a computer programmer to either penetrate a particular system or to defend the system against the attack penetration. Yuan et al. [2] focus on wireless networks attacks and expose the students on how to use penetration testing techniques with open-source tools. The research pairs fourteen students, and each pair is given a laptop and a router to carry out four security exercises including wardriving, WEP cracking, WEP decryption, and ARP poisoning. While these attacks have been widely studied, our laboratory exercises focus on other types of attacks against the wireless networks.
In [1] , Yuan and colleagues present a visualization tool to demonstrate the wireless network security. This tool is highly useful in an undergraduate-level computer security course or a computer network course. Apart from that, the tool can also be used as classroom instructor demo, student exercises, web-based student learning resources, or web-based student assignments. The tool demonstrates a number of attacks such as ARP cache poisoning, ARP request replay, Evil twin, and man-in-the-middle. However, the work only describes the concept of the attacks and does not specify specific implementation steps in the actual attacks.
Zahur and Yang [3] present a sequence of laboratory designs to serve two purposes; the first is to launch attacks against the wireless networks, and the second is to test protection solutions to prevent the attacks. The work defines session hijacking and man-in-the-middle attacks and uses the security techniques such as WEP, 801.1x, VPN, and SSL to protect against the attacks. Nonetheless, the actual attacks are not implemented.
In [5] , the participating students are divided into two types of teams, which are black and gold. The Black teams take the role of the attacker and attempt to break into the other black team's computer or the gold team's. Meanwhile, the gold teams take the role as system administrators who try to defend the network. The entire exercises take place in an isolated lab to separate the student's class activities from the rest of the department network. However, this work is conducted on a wired network.
The students in [6] are required to focus on defensive techniques and administrative tools. The course is arranged with 28 stations for four different teams, each consisting of six to eight students. Three main exercises are considered to show how to manage users, configure password policies, and set up an intrusion detection system. Furthermore, the students are taught how to do packet sniffing and set up virtual networks and firewalls using the IPtables. In each exercise, the students design and construct their own network of test machines using different operating systems. All the teams must verify that the services provided by the opposing teams are correctly functioning and try to gain access to the opposite networks. Once the live portion of the exercise has been completed, the students review the logs to determine who has legitimately or illegitimately accessed their network. On the contrary, our laboratory exercises put the students in the roles of both attackers and administrators; thus, the students are able to learn both penetration and defense techniques.
Brustoloni [7] assigns the students with three types of roles, which are as computer users, programmers, and system administrators. There is an in-class demonstration of the attacks by the instructor. First, the instructor presents the attacks; then, the students according to their respective role learn how to use open-source defense tools appropriate to solve the attacks at hand. In our laboratory, however, instead of implementing the attacks by the instructors, the students implement the attacks by themselves to provide them better understanding of the attacks and therefore the application of the defensive techniques.
In Wagner and Wudi work [8] , the laboratory focuses primarily on work with the Linux tools as well as the Windows versions to study the different issues that can arise. The approach also promotes the students to gain experience with tools across multiple platforms. The structure of the exercises is in the form of combined defend and attack scenarios. The students are divided in different teams with their own systems, for them to first harden and secure their systems. Then, the students are given a limited time to attack any other system. Teams will further strengthen their systems and will try to fix any weaknesses discovered during this period. Nonetheless, still, the laboratory exercises are limited to wired networks.
Laboratory Design
We design a laboratory environment for heterogeneous operating systems, which are Windows and Linux. In this laboratory, the population of 28 students is divided into seven groups. Each group includes two teams, which are the defender and the attacker. The two teams of each group work together and do not interfere with the other teams from other groups. The defender team consists of three students who take the role of the system administrator to secure the (ii) Penetration tools. Backtrack live DVD is used as the main penetration tool in the exercises. This tool consists of various types of utility and applications such as Ettercap and Aircrack-ng suite. The attacker teams will be using the penetration tools to attack the defender systems and to achieve the corresponding objectives.
(iii) Security tools. The defender teams are using different wireless security protocols such as MAC address filtering, WEP, and WPA2 to protect their systems and to investigate strength and weakness of each security protocol while confronting the attacks in the exercises. (vi) Packet generation. A hex editor application for raw data of binary files is required in the attacker teams. Thus, the Khexedit editor is used to generate faked packets which will be injected to the wireless networks.
The laboratory design for a group of the defender and the attacker teams is presented in Figure 1 . Tables 1 and  2 detailed out the specifications of each station in the laboratory.
Laboratory Exercises for IEEE 802.11 Wireless Networks Security
This section presents six distinct laboratory exercises along with their respective procedures. The results are used to expose violation of different security aspects in the IEEE 802.11 wireless networks. The laboratory exercises are intended to demonstrate attacks, which are traffic analyzing, rogue access point, MAC filtering attack, replay, man-inthe-middle, and denial of service attacks. These attacks are known for their ability to highly compromise different aspects of security such as confidentiality and privacy, integrity, and availability of the services, resources, and information.
Exercise 1: Traffic Analyzing Attack.
When data is transmitted into the wireless channel, it will first be encrypted then a MAC header is attached at the beginning of the encrypted part. This leaves all the header information visible to the attackers. Analyzing the visible part of the data header is essentially a part of a traffic analyzing attack in the wireless network.
More often, the information obtained from the traffic analyzing attacks are used to perform other types of attacks [9, 10] . The information can be the number of transmitted packets, size of packets, source addresses, destination addresses, name of the network, and geographical location of the network. The attacker only needs a wireless NIC in order to monitor the channel as well as a strong antenna in order to increase the distance of target area. While the attack is trivial to implement, it is very difficult to prevent. This is because wireless communications are taking place over the air which is freely available and open to everyone including the attackers.
Purpose of the Exercise.
This laboratory exercise is intended to demonstrate the students a violation of information confidentiality in the wireless network that is protected by the WPA2 security protocol. The traffic analyzing attack is performed to show that the attacker may simply reveal useful information about the target wireless network without interfering with the normal network transmissions. The goal of this attack is to reveal as much data as possible to prepare the attackers for other types of attacks against the security of the target wireless networks. Despite its simplicity, the details of this attack are provided because the concept will be used throughout this work.
Procedure of the Exercise.
Materials. Airodump-ng from Aircrack-ng suite, Ubuntu.
Methods. To conduct traffic analyzing attack, the attacker performs two steps. First, the RFMON (Radio Frequency MONitor) mode is enabled over the attacker station NIC. Under this mode, the attacker is able to capture all traffics related to the nearby wireless networks without having to associate to the network. Next, the Airodump-ng tool from Aircrack-ng suite is utilized to capture the required information from the target wireless network. Algorithm 1 shows the steps followed by the attacker. Figure 2 presents the results from the traffic analyzing attack. As we can see from the results, by silently intruding to the target wireless network, the attacker has revealed the following important information.
Results of the Exercise.
(i) The target network name (ESSID) is wirelessnet.
(ii) The MAC address of the target access point (BSSID) is 00:22:6B:8C:8B:3D. (iv) The security algorithm of the target network is WPA2 with CCMP in pre-shared key (PSK) mode.
(v) The target network is performing on channel eleven.
All these obtained information are fundamental prerequisite of many other attacks. Because the attacker is able to easily obtain such information without having to interfere with the network communications, the access point or the authorized wireless stations connected to that access point are not able to detect the presence of the attacker.
Exercise 2:
Rogue Access Point Attack. In this laboratory exercise, the students set up a rogue (unauthorized or fake) Step 1. Start the wireless interface in monitor mode on access point channel: ifconfig ath0 up airmon-ng stop ath0 airmon-ng start wifi0
Step 2. Start capturing: airodump-ng ath0
Steps to conduct traffic analyzing attack. access point with the same specifications as the authorized access points, such as MAC address (BSSID), ESSID, and channel number. According to the IEEE 802.11 standard, the wireless stations will connect to any nearby access point that has stronger signals. To exploit this, the attacker uses an access point with a strong antenna to be able to transmit stronger signals. This causes to disconnect the wireless stations from their legal access point and reconnect to the rogue access point instead. When the stations connect to the rogue access point, the attacker is able to observe the exchange of data between the users and obtain the sensitive information [11, 12] .
Purpose of the Exercise.
The purpose of this exercise is to present violation of the information privacy by creating a new open rogue access point which allows any nearby wireless station (as victim) to connect and surf the Internet through it. When the victim user establishes a connection with the rogue access point, the attacker can observe the victim activities over the web to obtain sensitive information such as username and password.
To increase the impact of the attack, we provide two attributes for the rogue access point. First, we turn off the security of the rogue access point to avoid any limitation for the victim stations to connect. When the security parameters are off, wireless stations are able to connect to the rogue access point directly, without any request for verification. In addition, we increase the coverage area of the rogue access point to engage more wireless stations as the victims.
Procedure of the Exercise.
Materials. Baktrack 4 live DVD, Airbase-ng from Aircrackng suite.
Methods. This laboratory exercise is intended to create a rogue access point. It includes four phases, which are described as follows.
Phase 1.
Because the attacker's Atheros wireless NIC (wifi0) is a real physical interface, we make a virtual interface (mon0) on the top of the interface and configure the virtual interface to perform in the RFMON mode. Next, we add a new TAP interface (at0) on the top of the virtual mon0 to act as the rogue access point. Note that the TAP interfaces are a software-only interface, which means that unlike the ordinary network interfaces, they have no physical hardware component. A TAP interface is temporarily created when required and will be destroyed when the interface is no longer necessary after the deployment. Figure 3 shows both new virtual interfaces that belong to the attacker.
Phase 2.
Since the rogue access point is configured at at0 interface, this interface must include a DHCP server to assign IP address to all of its associated stations. Therefore, a new DHCP server is coded at the at0 interface (dhcpd.conf) as presented in Algorithm 2.
Phase 3. Next, the presence of the rogue access point is announced upon assignment of the ESSID and the channel number. In this exercise, the rogue access point is called "mytestap" and is assigned to perform on channel two. The commands to announce presence of the rogue access point are presented in Algorithm 3. authorized wireless access point and to connect to the fake access point. Figure 4 presents a rogue access point that has successfully attracted the wireless victims and allowed them to establish connection. The first victim was a station with MAC address of 00:22:FA:49:EC:2A.
Results of the Exercise.
Results from the Victim Side. To the victims, everything seemed normal because they were indeed connected to the access point and were granted access to the Internet without any problem. Therefore, it was natural for the victims not to be suspicious and they freely surfed the Internet without knowing that their sensitive information is sent to the attacker. Figure 5 shows the ipconfig on the victim station, which was a correct implementation of the DHCP server configuration to assign IP address to the victim stations thus allowing them to access to the Internet.
Results from the Public Side. The rogue access point appeared open for the public regardless the type of the operating systems. This is shown in Figure 6 .
From Figure 6 , we can see that the rogue access point presented a high signal and it was completely open for everyone without any key verification. This has easily attracted the nearby wireless stations as the victims. After a while, we observed that the other nearby wireless stations were being disconnected from their authorized access point (wirelessnet) and were connected to the rogue access point instead. When the stations started to communicate with the rogue access point, the data transferred were visible to the attacker.
Exercise 3: MAC Filtering
Attack. MAC address is a vital piece of information that helps stations to understand which access point they are communicating with and vice versa. In some wireless networks, MAC address of the authorized stations are considered as an access control mechanism to the network resources. In this case, there will be a list to include the MAC address of the authorized stations. Only stations that their respective MAC address is matched to one of the existing MAC addresses in the access control list will be allowed to use the network resources. This mechanism is called the MAC address filtering.
While the aim of the MAC filtering mechanism is to limit the attacker's capabilities, it is trivial to bypass by performing a MAC spoofing attack. In the MAC spoofing attack, the attacker takes advantage of the unprotected nature of MAC address. The attacker modifies its own MAC address to an authorized MAC address as listed in the target wireless network [13, 14] . The MAC address spoofing attack is conducted by the attackers to achieve different purposes such as to bypass the MAC address filtering on a firewall or a router, to receive packets that are not meant for the attacker but as a man-in-the-middle, and to hide the real MAC address of the attacker from being detected and logged by various services such as the IDS, the firewall, and the DHCP servers. to a wireless network protected by the MAC filtering mechanism. To achieve this goal, the attacker performs a MAC spoofing attack to change his MAC address to a MAC address belongs to an authorized station in the target network. This will allow the attacker to illegally pass the authentication mechanism and to freely establish unauthorized connection to the wireless network.
Procedure of the Exercise.
Materials. Ubuntu, Macchanger utility, Aireplay-ng from Aircrack-ng suite.
Methods. This laboratory exercise is accomplished in two phases, which are described as follows.
Phase 1.
To begin, the attacker implements a traffic analyzing attack to obtain the required information, which are the SSID, BSSID, and MAC address of one authorized client associated to the target network. Once the traffic analyzing attack has been performed, the attacker determined that the name of the target network is wirelessnet, the BSSID is 00:22:6B:8C:8B:3D, and the MAC address of the target station is 00:22:FA:49:EC:2A.
Phase 2. Next, the attacker attempts to connect to the network using the following command in the terminal console.
Aireplay-ng -1 -a 00:22:6B:8C:8B:3D -h 00:22:FA:49:EC: 2A -e wirelessnet
In the above command, 1 means fake authentication with the target access point, a shows the BSSID of the target access point, h is the MAC address of the target station, and e is the ESSID of the target network. Nonetheless, since the MAC address of the attacker station is not listed in the access control list of the target access point, the attacker encounters an error. To solve this, the attacker attempts to spoof his MAC address as the MAC address of the target station using the following Macchanger command:
Macchager -m 00:22:FA:49:EC:2A ath0.
Once spoofing is performed, the attacker MAC address is changed into the authorized MAC address and the attacker launches the second attempt to connect to the network using Aireplay-ng. Because the attacker station is now appeared with a valid MAC address, connection to the target wireless network is established successfully. Figure 7 . From this figure, the existing MAC address of the attacker interface was 00:14:6C:1A:CC:44. Next, the attacker spoofed it to hide behind the authorized station with the MAC address of 00:22:FA:49:EC:2A. With a valid MAC address, the attacker then successfully established connection with the target network and were able to use the wireless network. This shows that the MAC address spoofing attack is a trivial task in Linux systems, hence the MAC filtering method should not be considered as the only security mechanism to protect the wireless networks.
Results of the Exercise. The result of MAC filtering attack is illustrated in

Exercise 4: Replay Attack.
In this attack, the attacker monitors the wireless network channel to obtain the desired packet to be retransmitted or replayed, either immediately or at later time. The aim is to cause unexpected results or to misuse the limited network resources [15, 16] . If the receiver of the replayed packet does not enforce any mechanism to detect packet duplication, it will simply accept the replayed packet; so, the attack is successful. The important point about this attack is that, even if the wireless network is protected by encryption and/or authentication algorithms, the network is still prone to the replay attack. Reason being, if the attacker does not modify the encrypted payload of the packet, the replayed packet is still a valid packet that is able to pass decryption and authentication check. In other words, since the attacker only needs to retransmit the packet, he neither has to know the exact content of the packet being replayed, nor he has to decrypt the packet or to match the authentication elements.
Consequently, the attacker is also able to extend the replay attack into DoS attack by continuously retransmitting the captured packet to the wireless channel. Since the packet is valid, the receiver has to manage large stream of the replayed packets in a short time, which will degrade the network performance and the quality of the services. However, if the receiver applies a freshness check mechanism such as timestamp, sequence number, or nonce over the received packets, the receiver will be able to reject the duplicate packets that have already been received.
Purpose of the Exercise.
In this laboratory exercise, the encrypted data packets are replayed to the wireless networks that are protected by the MAC address filtering and the WEP security protocol to present violation of availability.
Procedure of the Exercise.
Materials. Wireshark, Backtrack 4 live DVD, Macchanger, Khexedit, Aireplay-ng and Airodump-ng from Aircrack-ng suite.
Methods. An encrypted data packet is captured, modified, and retransmitted continuously to the target network with the intention to degrade the network performance. The procedure of this exercise includes two phases, which are described as follows. Phase 1. First, the attacker implements a traffic analyzing attack to determine the required information from the target wireless network. After performing a traffic analyzing, the attacker discovered that the target wireless network is operating on channel eleven with WEP security algorithm enabled and its BSSID is 00:22:6B:8C:8B:3D. Next, the attacker begins monitoring the target wireless network using the Airodumpng in order to capture the encrypted data frames and to choose the desired frame to replay back to the network. After choosing the encrypted frame, the frame is extracted into a separate individual cap file (datatoreplay.cap) using the Wireshark menu (select the packet -> save as -> packet range -> selected packet -> set the name as datatoreplay.cap). This file, as shown in Figure 8 , consists of only one frame that has been chosen by the attacker.
From Figure 8 , we can see that the data packet selected by the attacker has the following specifications (marked by arrows). The attacker needs to remember these specifications to trace the replayed packets using the network analyzer and to determine the way the packets appear. In this exercise, the khexedit is particularly used in order to show the students how to modify the structure of the frames. The khexedit is to modify the MAC header and to change the duration field from 0 to 32767 µs, which is the maximum value of this field. Figure 9 shows the modified data frame (datatoreplaym.cap) that is, going to be replayed to the target network.
Phase 2.
Since the MAC filtering is enabled in the target network, the attacker will have to implement a MAC address spoofing. The Figure 9 shows that the MAC address of the source station is 00:22:FA:49:EC:2A. Thus, the attacker has to change his own MAC address from 00:14:6C:1A:CC:44 to 00:22:FA:49:EC:2A. Once all the steps have been completed, the encrypted data frame (datatoreplaym.cap) is continuously replayed to the target wireless network using Aireplayng from the Aircrack-ng suite. The replay process is shown in Figure 10 .
Results of the Exercise.
The attacker monitored the wireless network using the Wireshark to observe the effects and the results of the attack. Figure 11 presents the flood resulted from the replayed encrypted data frames in the target wireless network.
As shown in Figure 11 , the large numbers of replayed data packets overwhelmed the wireless network. Although this does not stop the communication between the users, the flood degraded the network performance and affected the throughput as presented in Figure 12 and Table 3 , respectively. This exercise shows that the replayed encrypted data frames consume the limited resources of the wireless network and disrupt the network from performing normal services during the attack. The data replay attack works because WEP does not include any identification to check freshness of the received data packets. As the result, the network does not have the ability to determine if the received data packet has previously been sent. This vulnerability also can be exploited by the attackers to crack the WEP key.
Exercise 5: Man-in-the-Middle Attack.
In the man-inthe-middle (MITM) attack, the attacker takes place in the middle of the target station and access point. The attacker impersonates the identity of the target station and communicates with the access point on behalf of the target. The attacker takes over data from the target station, investigates the data to find sensitive information such as passwords, and then forwards the data to the original access point. Since the data indeed reaches the desired destination, no suspicious activities will be detected by both the target station and the access point [17, 18] .
Purpose of the Exercise.
This laboratory exercise is intended to demonstrate the violation of confidentiality and privacy in the presence of the WPA2 security protocol. The purpose of this exercise is to bypass the SSL and to achieve login information of the target users.
Procedure of the Exercise.
Materials. Ettercap, Ubuntu, Airodump-ng from Aircrackng suite. Methods. To obtain the required information, the attacker launches a traffic analyzing attack using Airodump-ng. The client with MAC address of 00:22:FA:49:EC:2A is chosen as the target. Next, the attacker executes the following Ettercap command to start ARP poisoning attack and to redirect the entire traffics of the target to his own station Ettercap -T -M arp:remote -i eth1 /192.168.1.101/.
In the Ettercap command, T means running ettercap in the text mode, M means starting the MITM attack, i shows the name of the interface connected to the network, arp means running the ARP poisoning, and remote means forwarding packets destined for the Internet. This command will reroute the victim's network traffics through the attacker's own machine while picking out the sensitive information such as the username and the password. Figures 13 and 14 show the results from the MITM attacks on a Gmail account and a bank account, respectively.
Results of the Exercise.
As shown by Figure 13 , the attacker was able to observe the information from the secured HTTPS in the Gmail system because the network traffic has been redirected to the attacker's station. In addition, the attacker easily obtained the username (kavinz) and the password (wirelessgmail) of the target user. Even though it may seem that only the username and the password were compromised, such information could be used against other accounts such as the Facebook account. In Figure 14 , the attacker has also revealed the bank account information of the target user, which are the username (kavinz) and the password (testcimb). Once the goals have been accomplished, the attacker terminated the attack and ceased from being the middle entity between the target user and the access point. At this point, the traffics directly pass through the wireless network as normal.
The above results show that the man-in-the-middle attack poses a severe danger against user privacy and information confidentiality. Despite presence of the SSL protocol, as soon as the victim enters the login information, the traffics are transferred to the attacker's station. To understand CTS:
CF-End:
CF-End-ACK: Figure 15 : Bit structure of forgery control frames generated by the attacker team.
why Ettercap can easily bypass the SSL security in the web browser, we need to know how the SSL works. According to the SSL protocol, when a sender asks for a secure web page, the server sends the website's certificate along with the public key to the sender browser. The browser will then verify the validity of the certificate. If the certificate is not valid, a warning will be flagged to the sender. Otherwise, the sender generates a session key, encrypts the session key with the public key obtained from the certificate, and sends the key to the server. The server then decrypts the key with the existing public key. Now, both the sender and the server have a secret session key that is used to encrypt the subsequent HTTPS traffics.
To break the SSL, the attacker connects to the wireless network and starts the ARP poisoning attacks. The attacker submits the ARP replies to both the router and the victim, in order to force them to route the packets through his station.
In this exercise, the victim requested for a secure website using the SSL security form. Next, the attacker relayed the request to the actual server. The server replied with a certificate, which has been changed by the Ettercap tool. The false certificates are created on the air and all the fields are filled according to the actual certificate so as to ensure closest resemblance to the actual certificate issued by the server, by only modifying the issuer field.
The false or fake certificate is then sent to the victim. If the victim ignores the warning and accepts the invalid certificate, the session key is sent to the attacker and the attacker is able to establish two separate SSL tunnels; one is between himself and the victim by acting on behalf of the server, and two is between himself and the server by acting on behalf of the victim. Once the attacker has assumed the role of MITM, the attacker intercepted the SSL request from the victim and decrypted the HTTPS traffic in order to observe the desired information such as the login handles. Finally, the attacker re-encrypted the data to send back to the actual destination.
Nonetheless, despite its power, Ettercap has two limitations. First, it can be used only when the attacker and the victim reside on the same network. Second, in order for Ettercap to work, the attacker must be connected to the target network.
Exercise 6:
Denial of Service (DoS) Attacks. The overall communication in IEEE 802.11 wireless network is carried out using three types of frames, which are the control frames, the management frames, and the data frames. The data frames are the actual data exchanged between stations. The management frames are used to establish and maintain communication between wireless stations. The control frames, including RTS, CTS, ACK, CF-End, and CFEnd-ACK, are used to assist delivery of the data frames. The control frames contain duration field that is specifically used to reserve the channel at any required time for data transmission. All the wireless stations use the duration value to set their Network Allocation Vector (NAV), which has the maximum value of 32767 µs. The stations are not allowed to transmit any data until the value of NAV reaches zero.
Protection offered by the IEEE 802.11 security protocols does not cover the control frames. This means that in the wireless networks, even in presence of the WPA2 security protocol, the control frames are transmitted in clear-text form without any protection [19] . Due to unprotected nature of the control frames, while the duration value and the NAV mechanism features are used to minimize the collision probability, they present a prime opportunity for the attackers to accomplish malicious DoS attacks against the wireless networks [20] . During the DoS attacks, the attackers continuously transmit forgery control frames with large duration value with the intention to overload resources of the target wireless network. The attacks are capable to shut down the entire wireless network, hence preventing the legitimate use of the provided services by the authorized users [21, 22] .
Purpose of the Exercise.
This laboratory exercise is intended to demonstrate the availability violation in a wireless network with the presence of the WPA2 security protocol. The students generate forgery control frames and conduct variety types of DoS attacks against the wireless networks to investigate the control frames vulnerability and to quantify the impact and severity of the attacks. Methods. The procedure of this exercise includes two phases, which are described in the following.
Phase 1. For this attack, first the attacker generates proper forgery control frames in order to inject to the target wireless network. To perform the forgery, the Khexedit editor is used to generate the forged control frames in the standard format of IEEE 802.11. By referring to the structure of the control frames [19] and considering the fact that frames are stored in little-endian form in the wireless network communications, the proper values in hexadecimal are assigned for the frame control (FC), duration, receiver MAC address, and transmitter MAC address. The bit structures of the forgery control frames generated by the attacker teams are presented in Figure 15 . Figure 15 shows that the attacker has fixed the transmitter address of the forgery control frames to a nonexistent MAC address, so as to avoid receiving any frame from the target wireless network in response to the forgery frames. The attacker also has fixed the receiver address of the forgery control frames to the target access point. Furthermore, the attacker has assigned the maximum possible value in the duration field of the forgery control frames, which is 32767 µs. This is to increase the effect of the attacks and to keep the channel reserved as longer as possible. The attacker does not have to calculate the value of the FCS for the forgery Let us know if you have any suggestion to improve the lab for the following semester.
(1) Increase the duration time for the exercises.
(2) Increase the number of students in the attacker team.
(3) Decrease the number of exercise for the undergraduate students.
control frames because this value is calculated in hardware by the wireless NIC before sending the frames into the wireless channel.
Phase 2. After generating the proper forgery control frames, an attack model is developed to conduct wireless DoS attacks. In this attack model, the forgery control frames are continuously transmitted to the target access point with attack cycle of 100 forgery frames per second (0.01s attack rate). Figure 16 shows the developed attack model. Figure 17 shows the results of DoS attacks by exploiting the ACK, CTS, RTS, CF-End, and CF-End-ACK control frames. From the above results, it is observed that the attacks completely rendered the wireless network unusable and made the resources unavailable for the intended users. The forgery control frames belong to the attacker have filled the buffer of the access point with useless information until the access point is not able to respond to the legitimate requests anymore. The large numbers of the forgery frames induce a heavy workload to the access point, resulting in wastages of the resources that cannot be recovered for the normal operations.
Results of the Exercise.
Because during the overload, the access point can no longer provide its intended services, there was no traffic transmission on the network during the attacks and the throughput immediately dropped to null. Comparing the high throughput before the attacks with the null throughput during the attacks illustrates the fact that the attacks completely disrupted the normal transmissions on the wireless channel and easily prevented the legitimate users from accessing the intended recourses.
Also, we can see that the number of packet lost ratio during the attacks is high. Since the attacker caused congestion in the network by generating excessive amount of control frames, the ICMP packets were forced to drop due to overflowing the access point buffer.
The results prove that the DoS attacks based on the RTS control frame have the less impact over the wireless network. The reason for this is different implementation of IEEE 802.11 standard that is used by various manufacturers [19, 23] . Therefore, some of the wireless devices do not properly implement 802.11 MAC specifications and improperly reset their NAV, hence ignoring the amount of duration value field [20, 24, 25] .
Lab Evaluation
At the end of the fifth day, each student is given an evaluation form to describe their point of view regarding the lab exercises. The average results of this evaluation for two consecutive semesters in 2010 are presented in Table 4 .
Conclusion
In this work, we developed a series of cyberwar laboratory exercises designed for IEEE 802.11 wireless networks security. The laboratory exercises are appropriate for wireless network security courses at a wide range of users including graduate and undergraduate students, and the faculty researchers. The laboratory exercises present the students the violation of confidentiality, privacy, availability, and integrity through implementation of six wireless attacks including traffic analyzing, rogue access point, MAC filtering, replay, man-in-the-middle, and DoS attacks. The details of each exercise were presented along with the corresponding purpose, procedure, and results. Based on the results, the MAC filtering and WEP are vulnerable to many attacks and should not be considered as a method for wireless networks protection. In contrast, using the WPA2 can eliminate most of the current attacks against the wireless networks; however, the traffic analyzing and DoS attacks remain unsolved.
